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Message Text 


UNCLASSIFIED 

PAGE 01 MEXICO 06932 01 OF 03 051949Z 

73 

ACTION DRC-01 

INFO OCT-01 ARA-10 ISO-OO L-03 OPR-02 PPTE-00 SCA-01 

SCSE-00 SY-05 OMB-01 PER-03 FSE-00 MED-03 MMO-04 /034 W 

088154 

R 05 1900Z AUG 75 
FM AMEMBASSY MEXICO 
TO SECSTATE WASHDC 9250 

UNCLAS SECTION 1 OF 3 MEXICO 6932 

E.O. 11652: N/A 
TAGS: AINF, OGEN 

SUBJECT: IMPLEMENTATION OF THE PRIVACY ACT OF 1974 

REF: STATE 172353 

THE EMBASSY HAS THE FOLLOWING RECORD SYSTEMS RETRIEVABLE BY 
NAME OF INDIVIDUAL (U.S. CITIZEN OR ALIEN LAWFULLY ADMITTED 
FOR PERMANENT RESIDENCE) 

CONSULAR SECTION 

A. CITIZENSHIP AND PASSPORT UNIT 

I. NAME OF RECORD: PASSPORT AND NATIONALITY CARD FILE 

H. CATEGORY OF INDIVIDUAL: CONTAINS NAMES OF THOSE 
PERSONS RESIDING IN THE EMBASSY'S CONSULAR DISTRICT 
FOR WHOM PASSPORT SERVICES HAVE BEEN PERFORMED AND 
FOR WHOM SUCH SERVICES MAY AGAIN BE PERFORMED IN THE FUTURE. 

HI. CATEGORY OF RECORD: DESCRIPTIONS OF PASSPORT AND 
CITIZENSHIP SERVICES PERFORMED; FOR EXAMPLE, ISSUANCE OF 
A NEW PASSPORT, EXTENDING A PASSPORT, REGISTERING THE BIRTH OF 
A CHILD. 

IV. AUTHORITY: TITLE 22 UNITED STATES CODE, SEC. 213; 

EXECUTIVE ORDER NO. 1 1295 OF AUGUST 5, 1966 AND 22 CFR 
UNCLASSIFIED 

UNCLASSIFIED 
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50.2 AND 50.3. 
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V. ROUTINE USES: TO FACILITATE PERFORMANCE OF FUTURE CIT/PPT 
SERVICES. INFORMATION IS MADE AVAILABLE TO OTHER USG 
AGENCIES; FOR EXAMPLE. TO VERIFY CITIZENSHIP 

IN LAW ENFORCEMENT CASES; AND TO HOST GOVERNMENT: FOR EXAMPLE, 
IN CONNECTION WITH SETTLEMENT OF CITIZENSHIP CLAIMS. 

VI. RECORD MANAGEMENT POLICY AND PRACTICE: 

STORAGE: INFORMATION IS MAINTAINED ON 5 X 8 CARDS 
RETRIEV ABILITY: SYSTEM IS BY NAME. 

SAFEGUARDS: KEPT UNDER LOCK DURING NON- WORKING HOURS. 
PERSONNEL WHO HAVE ACCESS TO THE FILE RECEIVE SECURITY 
SCREENING AND CLEARANCE. 

RETENTION AND DISPOSAL: FILE IS RETAINED APPROXIMATELY 
10 YEARS FORM DATE OF LAST SERVICE PERFORMED. OR FIVE YEARS 
FROM DATE FILE BECOMES INACTIVE. (FILE BECOMES INACTIVE WHEN 
SUBJECT LEAVES THE CONSULAR DISTRICT OR DIES). 

VII. SYSTEM MANAGER: CHIEF OF CITIZENSHIP AND PASSPORT UNIT 

VIII. SOURCES: FROM INDIVIDUAL AND FROM THE DEPARTMENT OF 
STATE. 

B. ARREST AND DETENTION SUB-UNIT 

I. ARREST AND DETENTION ALPHABETICAL SUBJECT FILE. 

H. INDIVIDUALS ARRESTED WITHIN THE CONSULAR DISTRICT 
SERVED BY THE EMBASSY AT MEXICO CITY. 

IB. INFORMATION PERTAINING TO ARREST, TRIAL, SENTENCING 
AND IMPRISONMENT OF AMERICAN CITIZENS IN THE MEXICO CITY 
CONSULAR DISTRICT. 

IV. NO STATUTORY AUTHORITY; REGULATORY AUTHORITY INFERRED 
FROM 7 FAM 350. SEE RECORDS AND COMMUNICATIONS HANDBOOK, 
PROTECTIVE SERVICES - PG. 1. 

V. RECORDS MAINTAINED PRIMARILY FOR BENEFIT OF ARREST AND 
DETENTION OFFICERS IN CCS SUB-UNIT AND FOR STATISTICAL 
UNCLASSIFIED 
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PURPOSES. DISCLOSURE OF INFORMATION FROM THESE RECORDS 
IS UPON OCCASION MADE TO THE DRUG ENFORCEMENT AGENCY, 

THE FEDERAL BUREAU OF INVESTIGATION AND, IN CASES INVOLVING 
ARRESTED SERVICEMEN, DEPARTMENT OF DEFENSE. 

VI. RECORDS ARE STORED IN INDIVIDUAL FILE FOLDERS BY 
NAME IN UNLOCKED FILE CABINET LOCATED IN THE OFFICE OF ONE 
OF THE ARREST AND DETENTION OFFICERS. CLASSIFIED FILES, 
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OF WHICH THERE ARE VERY FEW, ARE STORED IN A SAFE. RETENTION 
AND DISPOSAL IN ACCORDANCE WITH RECORDS MANAGEMENT HANDBOOK. 

VII. CHIEF OF C/CCS. 

VIII. INDIVIDUALS CONCERNED, THEIR ATTORNEYS, FAMILY AND 
FRIENDS, MEXICAN POLICE, MEXICAN PRISON AUTHORITIES, 

COURTS AND OTHER OFFICIALS, DRUG ENFORCEMENT AGENCY, FEDERAL 
BUREAU OF INVESTIGATION AND DEPARTMENT OF DEFENSE. 

C. WELFARE AND WHEREABOUTS SUB-UNIT 

I. WELFARE/WHEREABOUTS ALPHABETICAL SUBJECT FILE. 

H. PERSONS WHOSE WHEREABOUTS ARE BEING SOUGHT BY FRIENDS 
OR RELATIVES, AND PERSONS WHO REQUEST ASSISTANCE FROM THE 
EMBASSY IN PERSONAL MATTERS OR IN DIFFICULTIES WITH MEXICAN 
OFFICIALS (E.G. LOST DOCUMENTATION, LOST IDENTIFICATION, LOST 
FUNDS, DESTITUTION, ETC.) 

in. INFORMATION PERTAINING TO INDIVIDUAL PROBLEM. 

IV. NO STATUTORY AUTHORITY. REGULATORY AUTHOITY 
INFERRED FROM 7 FAM 300. SEE RECORDS AND COMMUNICATIONS 
HANDBOOK, PROTECTIVE SERVICES, PG. 1. 

V. THE INFORMATION IS MAINTAINED PRIMARILY FOR THE 
BENEFIT OF WELFARE/WHEREABOUTS OFFICER AND FOR STATISTICAL 
PURPOSES. WE REARLY RECEIVE REQUESTS FOR INFORMATION 
FROM THESE FILES EXCEPT FROM THE INDIVIDUAL CONCERNED, 

THEIR FAMILIES AND FRIENDS. 

VI. FILES ARE STORED ALPHABETICALLY IN FILE FOLDERS 
UNCLASSIFIED 
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(NOT INDIVIDUALLY) IN LOCKED FILE CABINETS IN C/CCS FILE ROOM. 
CLASSIFIED FILES, OF WHICH THRE ARE VERY FEW, ARE STORED IN A 
SAFE. RETENTION AND DISPOSAL IN ACCORDANCE WITH RECORDS MANAGE- 
MENT HANDBOOK. 


UNCLASSIFIED 
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ACTION DRC-01 

INFO OCT-01 ARA-10 ISO-OO L-03 OPR-02 PPTE-00 SCA-01 

SCSE-00 SY-05 OMB-01 PER-03 FSE-00 MED-03 MMO-04 /034 W 

088288 

R 051900Z AUG 75 
FM AMEMBASSY MEXICO 
TO SECSTATE WASHDC 9251 

UNCLAS SECTION 2 OF 3 MEXICO 6932 

VII. CHIEF OF C/CCS 

VIII. INDIVIDUALS CONCERNED, FAMILY, FRIENDS, AND OTHER 
CONCERNED PERSONS. 

D. FEDERAL BENEFITS SUB-UNIT 

I. ALPHABETICAL SUBJECT FILES FOR SOCIAL SECURITY 
ADMINISTRATION AND VETERANS ADMINISTRATION CASES (SEPARATE 
FILES). 

H. PERSONS VISITING THE EMBASSY OR CORRESPONDING WITH 
IT WITH REGARD TO CLAIMS FOR FEDERAL BENEFITS. 

HI. INFORMATION PERTAINING TO INDIVIDUAL CLAIM. 

IV. NO STATUTORY AUTHORITY. REGULATORY INFORMATION 
INFERRED FROM 7 FAM 200. 

V. INFORMATION IS MAINTAINED PRIMARILY FOR THE BENEFIT 

OF THE FEDERAL BENEFITS OFFICER AND FOR STATISTICAL PURPOSES. 
WE RARELY RECEIVE REQUESTS FOR INFORMATION FROM 
THESE FILES EXCEPT FROM INDIVIDUALS AND FEDERAL AGENCIES 
CONCERNED. 

VI. FILES ARE STORED ALPHABETICALLY IN FILE FOLDERS, IN 
LOCKED CABINETS. RETENTION AND DISPOSAL IN ACCORDANCE WITH 
RECORDS MANAGEMENT HANDBOOK. 

UNCLASSIFIED 

UNCLASSIFIED 
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VII. FEDERAL BENEFITS OFFICER. 

VIII. INDIVIDUALS AND FEDERAL AGENCIES CONCERNED. 
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E. DEATHS AND ESTATES SUB-UNIT 

I. DEATHS AND ESTATES ALPHABETICAL SUBJECT FILE. 

H. PERSONS DYING IN THE CONSULAR DISTRICT SERVED BY 
THE EMBASSY AT MEXICO CITY. 

IB. INFORMATION PERTAINING TO DEATHS AND ESTATES. 

MOSTLY CORRESPONDENCE. 

IV. NO STATUTORY AUTHORITY. REGULATORY AUTHORITY 
INFERRED FROM 7 FAM 440. 

V. THE INFORMATION IS MAINTAINED PRIMARILY FOR THE 
BENEFIT OF THE DEATHS AND ESTATES OFFICER AND FOR STATISTICAL 
PURPOSES. INFORMATION FROM THESE FILES IS OCCASIONALLY 
REQUESTED BY RELATIVES OF DECEDENTS OR THEIR ATTORNEYS. 

VI. FILES ARE STORED ALPHABETICALLY IN FIEF, FOLDERS, IN 
LOCKED CABINETS. RETENTION AND DISPOSAL IN ACCORDANCE WITH 
RECORDS MANAGEMENT HANDBOOK. 

VII. RELATIVES OF DECEDENTS, THEIR ATTORNEYS, FRIENDS, FUNERAL 
AGENCIES AND MEXICAN POLICE. 

F. GENERAL CARD FILE 

I. GENERAL CARD FILE 

H. PERSONS DETAINED ANYWHERE IN MEXICO, AS WELL AS 
PERSONS REQUESTING ASSISTANCE (WAV) FROM THE EMBASSY. 

HI. CONTAINS BARE DETAILS OF EACH DETENTION OR REQUEST 

FOR ASSISTANCE PLUS NAME AND ADDRESS OF INDIVIDUAL CONCERNED. 

IV. NO STATUTORY OR REGULATORY AUTHORITY. 

UNCLASSIFIED 
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V. QUICK REFERENCE. THERE IS LITTLE INFORMATION IN 
THIS FILE THAT IS OF USE TO ANYONE OUTSIDE OF C/CCS. 

VI. RECORDS STORED IN UNLOCKED CARD FILES IN C/CCS FILE ROOM. 
RETAINED FOR 3 YEARS. 

VII. CHIEF OF C/CCS 

VIII. INDIVIDUALS CONCERNED, THEIR FAMILY AND FRIENDS, 

THEIR ATTORNEYS AND MEXICAN AUTHORITIES. 
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ADMINISTRATIVE SECTION 

SECURITY 

I. 3 X 5 CARD INDEX SECURITY FILE. 

H. AN INDEX OF NAMES OF PERSONS WHO ARE THE SUBJECTS 
OF INQUIRY BASED ON REQUESTS FROM OTHER ELEMENTS OF THE 
EMBASSY; INDIVIDUALS INVOLVED IN THREATS TO EMBASSY PERSONNEL; 
WALK-IN INFORMANTS; CRANKS AND OTHER PERSONS PROVIDING 
UNSOLICITED INFORMATION; INDIVIDUALS WHOSE NAMES ARE CARDED 
FOR THE PURPOSE OR PROTECTIVE INTELLIGENCE. 

HI. IF BASED ON A LOCAL REQUEST FOR BACKGROUND INFORMATION, 
NORMALLY A STATEMENT OF WHETHER THE RECORD WAS CLEAR OF 
DEROGATORY INFORMATION. IF DEROGATORY, THEN A BRIEF DESCRIPTION 
OF THE DEROGATORY IMFORMATION DEVELOPED. IF NAMES ARE INDEXED 
FOR OTHER PURPOSES, THEN A BRIEF DESCRIPTION OF REASON 
NAME IS INDEXED, E.G., MADE A THREAT, PROVIDED UNSOLICITED 
INFORMATION BEARING ON THE SECURITY OF THE MISSION; DATE AND 
PLACE OF BIRTH; AFFILIATION AND SUCH OTHER DATA OR COMMENTS 
AS MIGHT SERVE TO EVALUATE THE INDIVIDUAL. 

IV. E.O. 10450; E.O. 1 1652; 18 USC, 22 USC 846. 

V. INFORMATION IN THE SYSTEM MAY BE MADE AVAILABLE TO 
VARIOUS GOVERNMENT AGENCIES HAVING AN INTEREST IN OR NEED 
FOR THE DATA CONTAINED ON THE CARDS, AMONG WHICH ARE DEFENSE 
ATTACHE, CENTRAL INTELLIGENCE AGENCY, USIS AND FEDERAL BUREAU 
UNCLASSIFIED 
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OF INVESTIGATION. 

DISCLOSURES NORMALLY ARE MADE TO REQUESTING AGENCIES OR TO 
AGENCIES WHICH MAY BENEFIT FROM INFORMATION RELATING TO THE 
SECURITY OF CLASSIFIED INFORMATION, PROTECTIVE SECURITY OF LAW 
ENFORECEMENT. 

VI. RECORDS ARE MAINTAINED ON 3 X 5 INDEX CARDS. THE 
SYSTEM IS AN ALPHABETICALLY ORDERED NAME INDEX SYSTEM. THE 
SYSTEM IS INSTALLED IN AN APPROVED INDEX CONTAINER EQUIPPED 
WITH A LOCKING BAR AND THREE-WAY COMBINATION LOCK. THE SYSTEM 
IS FURTHER PROTECTED BY CONSTANT PHYSICAL SURVEILLANCE DURING 
WORKING HOURS. AFTER-HOURS, THE SYSTEM IS PROTECTED BY LOCKED 
OFFICE DOORS AND ARMED MARINE SECURITY GUARDS IN THE 
BUILDING. ONLY SECURITY OFFICERS AND AN AMERICAN SECURITY 
OFFICE SECRETARY ARE PERMITTED ACCESS TO THE SYSTEM. ALL 

HAVE RECEIVED SECURITY CLEARANCE UNDER THE PROVISIONS OF E.O. 
10450. 

RETENTION AND DISPOSAL: THE RECORDS ARE MAINTAINED INDEFINITELY. 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 06 JUL 2006 



Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 06 JUL 2006 


VII. THE SYSTEM IS MANAGED BY THE SECURITY OFFICER UNDER 
THE SUPERVISION OF THE ADMINISTRATIVE OFFICER. 

VIII. PREVIOUS EMPLOYERS, EDUCATIONAL INSTITUTIONS, 
POLICE DEPARTMENTS AND EMBASSY ELEMENTS, AND WALK IN 
INFORMANTS. 


UNCLASSIFIED 


NNN 
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ACTION DRC-01 

INFO OCT-01 ARA-10 ISO-OO L-03 OPR-02 PPTE-00 SCA-01 

SCSE-00 SY-05 OMB-01 PER-03 FSE-00 MED-03 MMO-04 /034 W 

088433 

R 051900Z AUG 75 
FM AMEMBASSY MEXICO 
TO SECSTATE WASHDC 9252 

UNCLAS SECTION 3 OF 3 MEXICO 6932 

GENERAL SERVICES 

A. I. OFFICIAL TRAVEL BINDER 

H. NAMES OF TRAVELERS FOR WHOM OFFICIAL TRAVEL HAS BEEN 
AUTHORIZED AND PURCHASED. 

HI. COPIES OF TRAVEL ORDERS AND GTRS 

IV. 6 FAM 

V. STATE DEPARTMENT PERSONNEL AND AUTHORIZED PERSONNEL 
OF EMPLOYEES' AGENCY IF OTHER THAN STATE. 

VI. RECORDS ARE MAINTAINED ALPHABETICALLY BY NAME IN 
ONE BINDER OR OPEN BOOK SHELF, AND RETAINED FOR ONE YEAR. 

VII. ADMINISTRATIVE OFFICER 

VIII. NO OUTSIDE SOURCES 
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B. I. SHIPMENT FILES, HHE AND PERSONAL EFFECTS 

H. CORRESPONDENCE AND FORMS REGARDING THE SHIPMENT OF 
MATERIALS TO AND FROM THE POST. 

HI. FS-382S, BILLS OF LADING, AIRWAY BILLS AND RELATED 
DOCUMENTS. 

UNCLASSIFIED 
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IV. 6 FAM 

V. STATE DEPARTMENT PERSONNEL AND AUTHORIZED PERSONNEL 
OF EMPLOYEES' AGENCY IF OTHER THAN STATE. 

VI. RECORDS ARE MAINTAINED IN INDIVIDUAL FILE FOLDERS, 

IN UNLOCKED FILING CABINET, BY NAME, AND ARE RETAINED FOR 
TWO YEARS AFTER DEPARTURE OF EMPLOYEE. 

VII. ADMINISTRATIVE OFFICER 

VIII. NO OUTSIDE SOURCES. 

C. I. PERSONAL LEASE FILES 

H. PERSONAL LEASE INFORMATION ON ALL AMERICAN EMPLOYEES. 

HI. COPY OF LEASE AND RELATED CORRESPONDENCE. 

IV. 6 FAM 

V. STATE DEPARTMENT PERSONNEL AND AUTHORIZED PERSONNEL 
OF EMPLOYEES' AGENCY IF OTHER THAN STATE. 

VI. RECORDS ARE MAINTAINED IN INDIVIDUAL FILE FOLDERS, 

IN UNLOCKED FILING CABINET BY NAME, AND ARE RETAINED. 

FOR TWO YEARS AFTER DEPARTURE OF EMPLOYEE. 

VII. ADMINISTRATIVE OFFICER 

VIII. INDIVIDUAL EMPLOYEE 

D. I. PERSONAL VEHICLE FILES. 

H. PERSONAL VEHICLE INFORMATION ON ALL AMERICAN EMPLOYEES. 

HI. COPIES OF TIPS, FEPS, REGISTRATION DOCUMENTS AND 
RELATED CORRESPONDENCE. 

IV- 
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UNCLASSIFIED 
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V. STATE DEPARTMENT PERSONNEL AND AUTHORIZED PERSONNEL 
OF EMPLOYEES' AGENCY IF OTHER THAN STATE. 

VI. RECORDS ARE MAINTAINED IN INDIVIDUAL FILE, FOLDER, 

IN UNLOCKED FILING CABINET BY NAME, AND ARE RETAINED FOR 
TWO YEARS AFTER DEPARTURE OF EMPLOYEE. 

VII. ADMINISTRATIVE OFFICER 

VIII. INDIVIDUAL EMPLOYEE; OFFICIAL US SOURCES, AND 
OFFICES OF MEXICAN GOVERNMENT 

E. I. NON-EXPENDABLE PROPERTY LOAN FILES. 

H. RECORD OF PROPERTY LOANED TO INDIVIDUAL USG 
EMPLOYEES TEMPORARILY OR DURING TOUR OF DUTY. 

IE. DESCRIPTION OF PROPERTY AND DATES. 

IV. 6 FAM 

V. STATE DEPARTMENT PERSONNEL AND AUTHORIZED PERSONNEL 
OF EMPLOYEES' AGENCY IF OTHER THAN STATE. 

VI. RECORDS ARE MAINTAINED IN LOCKED FITE. BY NAME 
AND RETAINED FOR TWO YEARS AFTER DEPARTURE OF 
EMPLOYEE. 

VII. GENERAL SERVICES OFFICER 

VIII. NO OUTSIDE SOURCES 

BUDGET AND FISCAL 

I. TRUST FUND FILE. 

H. LOCAL DEPOSIT AND TRUST FUND COLLECTIONS RECEIVED AND 
HELD BY CASHIER AS AGENT FOR OTHERS AND PAID OUT AT 
DIRECTION OF THE DEPOSITORS. 

UNCLASSIFIED 

UNCLASSIFIED 
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IE. CONTAINS DEPOSITORS' NAME, ADDRESS, AMOUNT OF DEPOSIT, 
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NAME AND TITLE OF INDIVIDUAL RECEIVING DEPOSIT PLUS 
ACCOUNTING CLASSIFICATION AND PURPOSE FOR WHICH DEPOSIT 
RECEIVED. 

IV. 4 FAM 325.1-2 

V. REPORTED TO TREASURY ONLY IN TERMS OF FISCAL ACCOUNTABILITY; 
I.E., ONLY TOTAL AMOUNT OF DEPOSITS ON HAND REPORTED NOT 
DEPOSITOR'S NAME. 

VI. DEPOSITS RECORDED ON FS-459 FORM AND THESE STORED IN 
METAL DESK TOP FILE CABINET INDEXED BY NAME; CABINET LOCATED 
IN CLASS-B CASHIER'S OFFICE, WHICH HAS LIMITED ACCESS. 

RETAINED FOR 3 YEARS. 

VII. SYSTEM MANAGER - BUDGET AND FISCAL OFFICER 

VIII. DEPOSITOR ONLY. 

HEALTH UNIT 

I. HEALTH UNIT 

H. EMBASSY EMPLOYEES AND DEPENDENTS 

HI. MEDICAL RECORDS 

IV. 3 FAM 680 

V. INFORMATION GIVEN PHYSICIAN TREATING PATIENT WHO REQUESTS 
MEDICAL HISTORY. 

VI. FILE FOLDERS, 10 1/2 X 8 PATIENT HISTORY CARDS, AND 3 X 
5 INDEX CARDS OF SHOTS RECORDS; ALL FILING IS DONE BY 
NAME; FILES ARE KEPT IN BARLOCK CABINETS AND ONLY RELEASED 
ON NEED-TO-KNOW BASIS TO MEDICAL PERSONNEL; FILES ARE 
SCREENED BY NURSE AND MATERIAL IN DEPARTED EMPLOYEE'S 
MEDICAL FILE CONSIDERED OF RESIDUAL VALUE IS SENT TO 
WASHINGTON FOR INCLUSION IN PERMANENT MEDICAL FILE. 

ALL OTHER MATERIAL IS DESTROYED UPON DEPARTURE OF 
UNCLASSIFIED 
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PATIENT. 

VII. EMBASSY NURSE 

VIII. DOCTORS AND HOSPITALS IF PATIENT HOSPITALIZED. 

BRANDIN 
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UNCLASSIFIED 
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